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1 DriveLock BitLocker Management

1 DriveLock BitLocker Management

BitLocker Management offers you a number of advantages when compared to the standard
usage of Microsoft BitLocker:

l Manage encryption with BitLocker technology from a central location

l Keep track of all client computers whose hard disks are encrypted with BitLocker

l Easily integrate native BitLocker environments in DriveLock BitLocker Management

l In addition to the common authentication methods, BitLocker Management also sup-
ports smartcard and token.

l Monitor the encryption and decryption states of individual client computers in the
DriveLock Control Center

l BitLocker Management provides a secure and central administration of recovery keys

l Quickly decommission devices when they are lost or stolen in case they are re-con-
nected to the network

l BitLocker Management prohibits unauthorized access to decommissioned or recycled
devices

l DriveLock pre-boot authentication for BitLocker allows you to unlock the system par-
tition using your Windows login. This eliminates the need to enter the computer-spe-
cific BitLocker password.

1.1 General information

1.1.1 System Requirements

Note: For information on general system requirements (hardware and operating sys-
tem requirements), see the latest Release Notes at DriveLock Online Help.

Warning: In some cases, it may be necessary to prepare the hard disk with the boot
partition prior to using it with BitLocker. In this case, please perform the following
steps:
Check the status using "manage-bde -status c:"
If the following error message pops up, "ERROR: The volume C: could not be opened
by BitLocker. This may be because the volume does not exist, or because it is not a
valid BitLocker volume." make sure to prepare the hard disk.
See https://docs.microsoft.com/de-de/windows-server/administration/windows-com-
mands/bdehdcfg. In an admin command line, you can prepare it by using "bde-
hdcfg.exe -target default" or "bdehdcfg.exe -target default -restart -quiet" (without
prompting for scripting)
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1 DriveLock BitLocker Management

DriveLock BitLocker Management supports the following operating systems:

l Windows 7
l Starting with Windows 7 SP1 (version 6.1.7601)

l only 64 bit operating system

l only Ultimate and Enterprise Editions

l an existing Trusted Platform Module (TPM chip or vTPM) is mandatory

l Windows 8
l starting with Windows 8.1, Update 1 (version 6.3.9600)

l 32 bit and 64 bit operating systems

l only Professional and Enterprise Editions

l no TPM required (recommended for security reasons)

l Windows 10
l starting with Windows 10 1607 (version 10.0.14393)

l 32 bit and 64 bit operating systems

l only Professional, Enterprise and Education Editions

l no TPM required (recommended for security reasons)

Warning: Please note that the BitLocker feature for server operating systems is not
installed by default.

DriveLock PreBoot Authentication (DriveLock PBA) for Bitlocker only supports the
following operating systems:

l Windows 10
l UEFI firmware required

l 64 bit operating systems

l only Professional, Enterprise and Education Editions

l no TPM required (recommended for security reasons)
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1 DriveLock BitLocker Management

1.1.2 Algorithms for DriveLock BitLocker Management

BitLocker Management uses the following algorithms that are based on the operating sys-
tems in use. The methods of the relevant previous versions are also supported. See System
requirements.

Operating system Algorithm

Windows 7

l AES 128 bit with diffuser

l AES 256 bit with diffuser

l AES 128 bit

l AES 256 bit

Windows 8.1

l AES 128 bit

l AES 256 bit

Windows 10
l AES XTS 128 bit

l AES XTS 256 bit

Note: The default algorithm for data drives is AES 128 (this is the most compatible
algorithm for almost all operating systems).

Note: Make sure to select the right algorithm. The above standard algorithms are the
best choice in this case. When you integrate existing BitLocker environments, choos-
ing the right one will affect how fast DriveLock can decrypt and re-encrypt the envir-
onment.
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1 DriveLock BitLocker Management

1.1.3 Licensing BitLocker Management

To license BitLocker Management, please follow these steps:

1. Select the policy where you want to license BitLocker Management.

2. Select Global configuration, then Settings and then click License.

3. This opens the License Properties; go to the General tab.

4. Click Add license file... and follow the instructions.

5. Next, select your license file(BitLocker license).

Note: If you have purchased the separate license for DriveLock PBA for
BitLocker, you can also license it here. See also Licensing DriveLock PBA.

6. In the following dialog, please specify how to activate your license file. We recommend
online activation.

Note: Make sure that you are connected to the Internet.

7. Finally, confirm that your license for BitLocker Management will be added to DriveLock
Enterprise Service.

8. Confirm your settings in the final dialog to activate BitLocker Management.

9. Your license appears in the license properties on the General tab.

10. Next, open the Licensed computers tab. Select All computers on which you want to
use BitLocker Management. You can also add individual computers, groups or organ-
izational units by clicking Add.

11. Check the BitLocker Management box.

Warning: If you have already licensed Disk Protection (DriveLock FDE),
BitLocker Management cannot be used in the same policy at the same time.

12. Apply your changes by clickingOK.
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1.2 BitLocker policy configuration

1.2.1 Encryption settings

BitLocker Management allows you to manage the encryption of the client computers with
BitLocker in your network from a central point.

Once you have licensed BitLocker Management, saved the policy and reopened it, you will
see the new BitLocker Management sub-node in the Encryption node. Open the new sub-
node to specify the settings for encryption, installation and authentication and to generate
the encryption certificates.

Note: If you are using BitLocker Management for the first time, start by creating the
certificates.

1.2.1.1 Encryption certificates

To use BitLocker Management to encrypt hard drives, you first need encryption certificates.
DriveLock requires these certificates for both encryption and recovery (to provide the recov-
ery key and for a possible emergency logon).

DriveLock automatically adds the encryption certificates to the Windows Certificate Store
where it also stores the passwords.

Note: It is absolutely necessary to store the encryption certificates in another secure
location in the file system or on a smartcard.

BitLocker encryption certificates consist of two parts, the actual certificate (see figure below
DLBiDataRecovery.cer) and the private key (see figure below DLBiDataRecovery.pfx):
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The certificate for emergency logon consists of the following parts:

Warning: Prevent these certificates from being overwritten, as they are required for
the clients' system recovery.

When you create a new policy to use for controlling BitLocker Management (BitLocker
policy), always generate new certificates first. Proceed as described in chapter Creating
encryption certificates for BitLocker Management.

1.2.1.1.1 Create encryption certificates

Please do the following:

1. When you are finished creating the BitLocker policy and licensing BitLocker Man-
agement, save and reopen the policy. Then the BitLocker Management subnode
appears in the policy tree.

Note: A text message indicates that no encryption certificates have been gen-
erated yet:

2. Click the Encryption certificates option or open the link in the text message.

3. In the Encryption certificate Properties dialog, select the Generate certificates button.

You can import any existing certificates by clicking theManage certificates button. If
you do so, make sure that you do not overwrite any existing certificates because oth-
erwise recovery will be impossible.

4. Follow the wizard and specify a certificate backup location. This can either be a
folder in the file system or a smart card.

Note: Please make sure that the appropriate security requirements regarding
storage location and access are met.
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5. In the next step, define the passwords for the private keys (see figure).

Note: In this dialog, you specify the password for both the emergency logon
certificate and the recovery certificate.

6. Next, DriveLock generates the encryption certificates in the location you specified.
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1.2.1.2 Deployment settings

When BitLocker Management or the DriveLock PBA for BitLocker is installed on a DriveLock
agent, the users are informed by default and their client computer is restarted after 30
seconds after the installation. You can change these settings if necessary.

Installation tab

On this tab you can decide whether notifications are displayed or not, and you can also
choose when they appear in the notification area: during configuration, during encryption
and/or before installing updates.

Select Do not restart the computer (wait until manual restart) if you want to control
the reboot. This allows you to start your own installation script, for example, with a shell com-
mand after the installation.

Two options are available:

l Run as the currently logged on user: The script runs with the rights of the user who
is currently logged on. Normally it would run under the local system account.

l Run also after uninstall: The script runs during installation and uninstallation.
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Options tab

Show BitLocker Management logon messages: Select this option if you want the pre-
boot authentication information to appear in the notification area of the client computer after
logon to Windows.

A message with detailed information will appear on the client computer (see figure):
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1.2.1.3 Hard disk encryption settings

1.2.1.3.1 The General tab

On this tab you set the values for encryption and decryption with BitLocker.

The following options are available:

1. Encrypt local hard disks on Agent computers:
l Select this option to start the encryption of the hard disks with BitLocker. Before

you do so, make sure that all other encryption settings (see below) are specified.

Warning: As soon as you check this option and the policy has been
assigned and updated on the client, the encryption process starts.

l To allow decryption (see detailed description in chapter decryption), uncheck
the option and, if necessary, specify a delay in days.
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Warning: Once you uncheck the option and do not specify a delay (and
the policy is assigned and synchronized by the client), the decryption pro-
cess will start.

2. Encryption algorithm priority:
l The list of the different encryption methods is processed from top to bottom.

Once BitLocker Management finds a suitable algorithm that can be applied to the
client, it will use it for encryption.

Note: We recommend placing the strongest algorithm at top level.

l You can also sort the algorithms manually according to your requirements.

l Hardware encryption algorithm:
This is a special algorithm some producers build in to their hard disks. If you
want to use this algorithm, please move it to the top of the list.

l Example:
You may want to move the AES with Elephant diffuser (128 or 256 bit key
length) entry up if you have many computers with Windows 7 systems to
encrypt, so that this algorithm is preferred.

3. Configure encryption settings per drive:
l Select the required encryption algorithm for the system drive and the data drives

by clicking the Settings button or choose 'Not encrypted' if no encryption is
required.

Note: Please ensure that the drive letter and system partition assignment is the
same for all computers this BitLocker policy is assigned to.
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4. Initial encryption
l Encrypt only used disk space (fast initial encryption):

l Select this option if you want to encrypt only the used disk space.

l Background:
With Windows 8, BitLocker introduced a feature that the hard disk does not
have to be fully encrypted, but only the part where data is stored. Encryp-
tion is much faster for this reason.

l Issue:
Data that has been deleted from the hard disk and that is no longer visible
in the Explorer may actually still exist and the original data can be accessed
with special tools.

Note: We recommend that you only enable this option if you want
to encrypt new hard disks, for example. Make sure that there is no
old sensitive data on the hard disk. Likewise, this option is recom-
mended for all SSDs.
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l Display warning when disks are not fully encrypted
Each time the system is rebooted or the DriveLock Agent is restarted, the system
checks whether all hard disks are already fully encrypted according to the set-
tings. If this is not the case, the user is notified accordingly.

5. Settings for native BitLocker
l Manage native BitLocker environment

Select this option if you want to manage existing (native) BitLocker environments
with DriveLock BitLocker Management. Please refer to chapter Integrating exist-
ing BitLocker environments for more information.

Note: Once you select this option and assign the policy accordingly, a wiz-
ard opens on the client computers with native BitLocker-encrypted (and
thus locked) data drives; this wizard prompts the user to take over the
drives. This is where you must provide the passwords for the locked par-
titions before they can be taken over.

l Hide native BitLocker context menu entries
This option is enabled by default. It hides all BitLocker options in the Windows
Start menu or in the Explorer so that the native BitLocker dialogs are not dis-
played. This limits the chance of accidentally encrypting a hard disk or a drive
with BitLocker but without DriveLock.

6. Installation protection
l Encrypt only if pre-boot logon succeeded at least once

This is a preventive measure that keeps encryption separate from the initial logon
to the PBA. Encryption is delayed until the first logon is successful.

7. Response to configuration changes
l Delay decryption by [x] days:

This setting delays the decryption for the specified number of days. This may be
useful so that the client computers and their users can be properly prepared for
decryption.
The default value is 3 days. This value provides additional protection against mis-
configuration. If you want to perform decryption immediately, change the setting
to 0 days.

l Do not decrypt:
This option is enabled by default. Its purpose is to prevent unintentional decryp-
tion of BitLocker encryption when the configuration is changed, for example, after
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DriveLock Agent updates, if group memberships are changed, or if the policy is
no longer used by the DriveLock Agent.

Warning: Note that decryption is triggered only by disabling the Encrypt
local disks on agent computers option described above. Decryption
starts once the DriveLock Agent receives the configured policy with the
mandatory decryption setting.
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1.2.1.3.2 The Recovery tab
On this tab you specify where the encrypted recovery data should be stored. These are the
settings you need when you start the recovery process.

The following option is currently available:

1. DriveLock Enterprise Service:
Select this option if you want to send the encrypted recovery data to the DriveLock
Enterprise Service (DES).

2. File server (UNC path)
If you select this option, your encrypted recovery data is stored on a server, for
example. When you select this option, you can specify a user name and password
under the Log in to file server option.

3. Local folder on Agent computers (not recommended)
We recommend this option only if you store the key files on a secure storage medium
(e.g. USB device) or move them to a secure location later.

1.2.1.3.3 The Execution options tab

On this tab you can select options for starting and delaying the encryption.

You can configure whether BitLocker encryption on the DriveLock Agent should start depend-
ing on certain events, or whether the user can delay the encryption. The objective is to dis-
turb the user as little as possible and to keep the computer performance constant without
compromising the protection provided by the encryption.

In the top section of the Execution options tab, check the Start encryption only in the
following events: option to specify conditions that determine when encryption is allowed
to start. For example, if you want to specify that encryption should start only on a client com-
puter if no users are logged in, check the option as illustrated in the figure below:
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Note: When selecting the option when no application is running in full screen
mode, make sure that the application is actually running in full screen mode and not
just maximized. This option is particularly important when running CAD/CAM applic-
ations, for example.

In the lower section, you specify the maximum number of hours users are allowed to delay
encryption. A value of up to 9000 hrs. is possible here. You also specify how long the delay
notification is displayed to the user. Once this time has expired and the user has taken no
action on their client computer, the encryption will start automatically. The same applies if no
user is logged in.

Note: As soon as the user receives the delay notification, encryption will start and the
protectors will be created automatically. Immediately after that, encryption is paused
and then resumes once the user clicks Encrypt in the notification or the delay time
expires (without user interaction). Then encryption continues. The system is already
protected at that point, and the user must enter a password (or PIN in the case of
TPM) when rebooting.
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1.2.1.4 Pre-boot authentication settings

1.2.1.4.1 The Authentication type tab

Your choice of pre-boot authentication type (PBA) differs depending on whether the com-
puters whose hard disks you want to encrypt contain a Trusted Platform Module (TPM) or
not.

In the example below, the BitLocker pre-boot authentication is explicitly used. For inform-
ation about DriveLock pre-boot authentication for BitLocker, refer to the corresponding
chapter.

The following options are available on the Authentication type tab:

1. Select the first option No pre-boot authentication,
l if there is a TPM built in on the hard disks you want to encrypt. In this case, an

additional authentication when booting the computer is not required.
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Note: The protector DriveLock uses is called TPM only.

l Here, BitLocker accesses a TPM which has to be activated first in BIOS.

l If you chose this option, you can close the dialog and continue because you do
not need to specify a password on the next tab.

2. Select the second option BitLocker pre-boot authentication (see figure),
l if there is no TPM built in on the hard disks you want to encrypt or if you are not

sure whether it is active.

l In this case, DriveLock uses the original Windows BitLocker PBA.

l Open the Password options tab to specify a password or to select one of the
other options.

3. In both cases, we recommend checking the Automatically unlock all data par-
titions check box. With this option set, both the system partition and all data partitions
are unlocked after authentication on the computers you assign the BitLocker policy to.

Note: Unlike Microsoft, DriveLock unlocks the data partitions automatically for
all users of a computer. The unlocking process by DriveLock BitLocker Man-
agement works independently of the Windows Bitlocker functionality; this
means, for example, that the call manage-bde -status still returns "Auto-
matic Unlock: Disabled" for drives that DriveLock unlocks.

4. TheMitigate TPM security ... option can be used to customize the TPM platform val-
idation. The option is useful, for example, when BitLocker-encrypted laptops keep
requesting the recovery key whenever the laptop is not connected to its docking sta-
tion. The new option affects all types of pre-boot authentication, as DriveLock uses
TPM-based protection mechanisms where TPM is available (TPM only, TPM/PIN,
TPM/StartupKey). The option is disabled by default.
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1.2.1.4.2 The Password options tab
There are different options available:

Note: The options on this tab are only available if you have selected BitLocker
pre-boot authenticationas the authentication type.

In this case, none of the other tabs are active, because the options on these
tabs refer exclusively to the authentication type DriveLock pre-boot authen-
tication.

1. You specify a BitLocker password and select none of the other options in the in
the top part of the dialog:

l The encryption process starts when you activate it and/or assign the policy.
The user of the client computer is allowed to change the password later or
continues to use the password you specified.
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Note: Please note that you are responsible for communicating the
password to the users over a secure channel.

2. You check the User cannot change password box:
l Please specify a fixed password which the user can never change. The initial

encryption process starts automatically even without the user being logged
on to the client computer, after you activate it and/or assign the policy.

l As soon as the user starts the computer, the BitLocker password must be
entered to unlock the encrypted hard disks.

Note: Please provide users with the appropriate password inform-
ation over a secure channel.

l The password is entered independently of the encryption progress, i.e. as
soon as encryption is started, the BitLocker password must be entered in
the PBA.

3. You check the User must change password option (see figure):
l The user can specify a password, you do not enter a password here.

l If required, you can define the requirements the user password must meet.

l The encryption process starts as soon as the user specifies the password.

l The password may be changed later.

The options below Password must meet the following requirements: provide pre-
cise criteria that a password assigned by the user must meet. The option is selected by
default.

1. You can select the Allow numbers only option if all client computers are
equipped with a TPM which means that 6 characters are allowed.

Warning: If there is no TPM on client computers or non-system partitions
need to be encrypted as well, the default is still at least 8 characters.
(Microsoft default for passwords on data partitions).

2. The Allow numbers and Latin based characters option restricts the usage of
allowed characters. Special characters can no longer be used with this setting.
Please note the information in the BitLocker pre-boot authentication chapter.

3. With the A valid password must contain at least... options you define the

25



number of letters, numbers and special characters:
l The password may be between 8 and 20 characters long. A number below

8 or higher than 20 leads to an error message.

l Define the minimum requirements (number of letters, number, special char-
acters etc.).

l If you select the Treat numbers as special characters option, numbers
count as numbers and also as special characters. Please make sure that the
numbers and special characters correspond.

If you want to set individual passwords for individual client computers, you can do so
in the DriveLock Control Center. Here you can also monitor the encryption progress.
Please refer to BitLocker Management in the DriveLock Control Center (DCC) for more
information.
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1.2.2 Decryption

Decryption is triggered with a single setting that is specified in theHarddisk encryption set-
tings on the General tab.

You can monitor the decryption process (same as the encryption process) in the DriveLock
Control Center (DCC), see below:

The Event report (BitLocker events) also provides information on the decryption/encryption
of individual computers.

1.2.2.1 Decrypting encrypted drives

To start decrypting encrypted drives, proceed as follows:

1. Open the respective BitLocker policy.

2. Open the General tab in theHarddisk encryption settings dialog.
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3. Uncheck the Encrypt local hard disks on Agent computers option.

4. Set a value for the Delay decryption by x days setting. The default value is 3, which
means that decryption starts after 3 days. Depending on the value you enter, the
decryption will be delayed by x days.

Note: In order to start the encryption process immediately, enter the value 0
here.

5. Do not decrypt is the default setting, which is intended to prevent unwanted
decryption. It is deactivated as soon as you enter a value for the delay.

6. Click OK to confirm your settings.

7. The following message appears in the status bar of the client computer that is being
decrypted.
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1.2.3 Override policy settings (BitLocker)

To disable specific encryption settings on individual client computers, you can override the
respective policy settings.

Warning: Note that the policy settings will not be re-enabled until you undo the
reconfiguration.

Please do the following:

1. Open the Agent remote control in the Operating node of the DriveLock Man-
agement Console.

2. Select the DriveLock Agent you want to change the policy settings for.

3. From the context menu, select the menu item Disk encryption properties....

Note: Please note that a connection between DES and DriveLock Agent must
exist to display the encryption properties.

4. On the General tab you can see information about DriveLock Agent encryption. Click
the Reconfigure agent... button.

5. If you select the Override policy settings option and keep the Override general
deployment settings option checked (default), the DriveLock Agent will be decrypted
immediately and BitLocker will be disabled (see figure below).
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6. By checking the Encrypt local hard disks option, the encryption settings from the
policy (e.g. algorithm or fast encryption) are applied.

7. If you select the Do not decrypt in case of configuration changes option, the cor-
responding policy option (Do not decrypt) is overwritten.

8. If you click OK now, your settings will be applied to the selected client computer with
immediate effect.
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1.3 Sample configuration

Please find below a sample configuration for encryption involving the user entering a pass-
word on the client computer.

To quickly and easily encrypt the drives on your client computers, follow the instructions
below in the specified order.

This sample process starts with the licensing of DriveLock BitLocker Management and ends
with the encryption of the drives on the client computers.

Note: For more information on the individual steps, see the cross-references.

1. Create a new policy or use an existing one.
In this document, the policy is referred to as the 'BitLocker Policy'.

2. Enter the appropriate licenses in the policy and license all computers.

3. In the policy, open the Encryption node and selectHard disk encryption in the
BitLocker Management sub-node. Read more here.

4. First, create the encryption certificates.

5. Open the Deployment settings and specify the notifications you want the user to get.

6. Next, specify the Pre-boot authentication settings.
l On the Authentication type tab, select BitLocker pre-boot authentication.

Check the Automatically unlock all data partitions box.

l On the Password options tab, select the User must change password option
and specify the complexity requirements you want for the password.

Apply your changes by clickingOK.

7. Specify the following in the Hard disk encryption settings:
l Open the General tab.

1. First of all, check the Encrypt local hard disks on Agent computers
option.

2. Then set the entry AES-XTS (256 bit key length) to the highest position
in the encryption algorithm priority.

3. Optionally check the Configure encryption settings per drive box and
select the encryption algorithm mentioned above for the drives C: and the

31



expected data drives via the Settings button. You can also specify Not
encrypted if you do not require encryption.

4. Click OK to close the dialog.

5. In the Initial encryption section, check the Encrypt only used disk space
(fast initial encryption) option; in the Initial protection section, select ’0‘ 
for the number of days the decryption will be delayed.

l Next, open the Recovery tab and select the first option DriveLock Enterprise
Service.

Click OK to close the dialog.

8. Save and publish the policy.

9. Your settings will be activated the next time the client computer's configuration is
updated.

10. Depending on the setting, the hard disk encryption is executed immediately on the cli-
ent computers or after the user enters the password.

11. Note: For more information on installing the DriveLock Agent or on policy man-
agement in general, please refer to the DriveLock Installation or Administration
Guide at https://drivelock.help/.

1.4 Recovery

1.4.1 Recovering encrypted hard disks

If users can no longer access their hard disk (system partition) encrypted with BitLocker Man-
agement, for example because they have forgotten their BitLocker password, the recovery
certificate and the associated private key must be used to provide access.

Note: The upload of the recovery data starts when all drives that are needed for
encryption have begun encrypting.

In this case, please start the recovery process. For this purpose, DriveLock offers you two pos-
sibilities:

1. In the DriveLock Control Center, open HelpDesk and click the BitLocker recovery
button.(see figure).
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2. In the DriveLock Management Console, select the Operating node and open the
context menu for Agent remote control to select the BitLocker Management
recovery menu item (see figure).

In both cases, the Recovery Wizard will open and guide you through the steps.
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1.4.2 Recovery process

To recover access to an encrypted hard disk, Please do the following::

1. Open the Disk Recovery wizard either from the DriveLock Control Center or the
DriveLock Management Console.

2. In the first dialog, select the BitLocker recovery key option.

Note: For information on emergency logon to the DriveLock PBA, refer to the
corresponding chapter.

Select where the recovery information is retrieved from:.

Note: Which option you select, depends on your settings in the encryption set-
tings dialog. We recommend the DriveLock Enterprise Service option.

3. In the next dialog, select the location of the certificate and/or private key (*.PFX file).
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You can also access the information stored in theWindows Certificate Store.

Note: If you specified earlier in the encryption settings dialog that the recovery
information resides in the file system, please enter the matching password for
the private key here.

4. Next, select the client computer that needs recovery from the list. Use a filter, if
required.

5. Continue by requesting a recovery key in the next dialog.

Note: The challenge-response feature will be fully available in the next version.

6. Wait a moment while DriveLock retrieves the recovery information.

7. The next dialog issues the recovery key.

Note: Select the drive defined as system partition on the client computer.
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8. Provide the user with the recovery key.

Note: Please note that you are responsible for communicating the recovery key
to the users over a secure channel.

9. Last, the user enters this key in the BitLocker recovery dialog when starting the client
computer.
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Note: Note that this recovery key represents a major security risk. For this
reason, BitLocker Management immediately initiates a password change by the
user and replaces the recovery key with a new one.

10. The Change BitLocker Password wizard starts on the client computer and the user must
specify a new password.
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11. As soon as this is done, the user can enter this password when starting up the client
computer.

1.5 Taking over native BitLocker

1.5.1 Integrating existing BitLocker environments

It is now simple to include hard disks and data drives from client computers that have
already been encrypted in advance with native BitLocker into DriveLock BitLocker Man-
agement. DriveLock BitLocker Management allows you to control encryption and decryption
from a central point without having to deal with the encryption state of individual client com-
puters.

Enable theManage existing BitLocker environment option in your BitLocker policy to
specify that DriveLock can start the integration. By assigning the policy to the respective cli-
ent computers, BitLocker Management is activated.

Note: If you do not enable this option and there are drives in your environment that
have been encrypted with BitLocker before, DriveLock ignores these drives. They
remain encrypted but cannot be managed with DriveLock BitLocker Management.

System drives differ from data drives:

l System drives: DriveLock automatically takes over system drives that have been
encrypted before with native BitLocker; they do not necessarily have to be re-
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encrypted. In the background, DriveLock adapts the algorithms and exchanges pro-
tectors (even External keys are deleted and re-created). If the encryption algorithms
match, this is a very quick process; if they do not match, DriveLock re-encrypts the
drives. Depending on the system and partition size, this may take a longer time. Since
users unlock the system drive directly by logging on to the system or entering their
BitLocker password, no further action is required from the user.

l Data drives: Data drives are neither unlocked nor integrated in DriveLock BitLocker
Management automatically. Users will have to take action here: A wizard pops up on
the client computer where the user selects the partitions that need to be unlocked.
Then, the user enters the original BitLocker password and specifies a new one. Note
that a password entry is only required if the User must change password option has
been enabled in the Password options dialog before. However, if this option is not
selected and a password is preset, make sure to let the users know. In this case, a pass-
word change is not required; the users simply select the drives that need to be
unlocked and enter their original BitLocker password.

Recovery keys: DriveLock BitLocker Management creates new recovery keys when it integ-
rates the native BitLocker environments.

Encryption algorithms: If you adhere to the Windows default settings for encryption
algorithms, DriveLock BitLocker Management can take over native BitLocker environments
easily and quickly.

1.5.2 Additional modifications of BitLocker policies

You will need to modify an existing BitLocker policy in the following cases:

l if the client computers the existing BitLocker policy is assigned to have changed (e.g.
drive changes) or

l if the settings for encryption or decryption have changed, or

l if you upgrade your DriveLock agents to a higher version. For more information about
updating the DriveLock Agent, refer to the Release Notes.

The encryption behavior changes depending on the setting in the respective policy.

Note: Policy changes are applied in the next configuration update.

These are the different scenarios:
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l Re-encrypt already encrypted partitions
If the encryption algorithm is changed in the policy, the system will decrypt the par-
tition first and then immediately encrypt it again using the newly set algorithm.
For example, if you had specified the algorithm AES 128 bit key length and changes it
to AES-XTS 128 bit key length, encryption restarts.

l Exchange protectors of already encrypted partitions without new encryption
If the encryption algorithm already corresponds to the algorithm specified in the policy,
this approach is followed.
There are two possible reasons for such a behavior:

o In the first case, a change from TPM/PIN to TPM (and vice versa) leads to the
exchange of protectors.

o In the second case, DriveLock is to integrate existing BitLocker partitions that
have already been encrypted with the algorithm specified in the policy.

l Decrypting partitions
Decryption is always triggered if either

o the Encrypt local hard disks on agent computers option has been unchecked
or

o a drive is set to not encrypted in the Configure encryption settings per
drive option, or

o the Bitlocker Management option is disabled in the License Options under
Licensed Computers.

l Encrypt newly added partitions
The encryption should always be triggered when new hardware or a new drive are
added (in the Configure encryption settings per drive option). By doing so, you
ensure that all data on new computers and drives is protected by BitLocker.
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1.6 DriveLock Agent

1.6.1 BitLocker pre-boot authentication

Please note that an English keyboard layoutmay be enabled when logging on to the
BitLocker PreBootAuthentication (see figure below). Use the INSERT key to display the
entered password if in doubt.

Warning: Please inform the users of this information and point out that special char-
acters on an EN-US keyboard are occupied by other key combinations and that Y and
Z are interchanged.

1.6.2 BitLocker Management on client computers (DriveLock Agent)

When your BitLocker policy is assigned to the appropriate client computers, disk encryption
is initiated. Depending on the settings you specified in the Pre-Boot authentication settings
dialog, encryption starts with or without the user having to enter a password.

Note: Please provide users with the appropriate password information.
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The user may also redefine the password later. The DriveLock Agent on the client computer
provides the Change BitLocker password button on the Encryption tab for this purpose.

1.6.3 Encrypting client computers

On the client computers, the hard disk encryption and the corresponding password
entry are carried out as follows:

1. In one case, the user starts the (unencrypted) client computer and logs on to Windows
as usual. In the other case, the user is already logged in and the DriveLock Agent has
just been assigned the new BitLocker policy.

2. Two options are available:

a. If you specified a set password, the encryption process starts automatically and
immediately without the user’s interaction (no password entry or definition
required).

The user can only follow the encryption process in the status bar.
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.

When the encryption process is finished, DriveLock issues the message described
in item 5.

b. If the user must specify their own password, a wizard starts where the user
defines an authentication password.

3. In case b. the user now assigns a password. The policy requirements are checked and
only valid passwords are accepted.

4. As soon as the password has been defined and confirmed, the encryption process
starts.

5. When this process is complete, the following notice appears on the user’s screen:
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6. The next time the client computer starts up, the user enters the BitLocker password as
pre-boot authentication thus unlocking the encrypted system partition (and the data
partitions, where applicable).

In case a. the client computer starts without the user having to enter a password.

1.6.3.1 Delay encryption

Users can delay the encryption by selecting the appropriate time in the notification (see fig-
ure). Depending on how many hours are specified as the maximum value on the Execution
options tab, the user can specify the time until the dialog is displayed again in the Delay by
dropdown list. Encryption is then delayed for that long. When the specified maximum time is
used up, encryption starts. It also starts if the user does nothing while the dialog is displayed
or clicks on Encrypt .
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1.6.4 Integrating data partitions with existing BitLocker

There are two settings in the Password options of the BitLocker policy that determine how
to unlock data partitions that have been encrypted with native BitLocker and that are to be
integrated in DriveLock BitLocker Management:

l A BitLocker password has to be set

or

l the BitLocker password is preset.

Depending on the selected option, a different wizard opens on the client computer.
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l One wizard prompts the user to change the password on the following dialog pages.

l The other wizard only contains information on how to integrate the native BitLocker
environment:

The second wizard dialog is the same in both cases; here, you are asked to select the data par-
tition you want to unlock.
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Select the drive (or the drives) you want to unlock and enter the original BitLocker password.
Then you can click Next.

If a new password is required, a further dialog appears where a new password must be
assigned.

Complete the final dialog by clicking Finish.

Note: In the background, DriveLock BitLocker Management implements the integ-
ration by replacing protectors and taking over encryption algorithms.
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1.7 DriveLock Control Center

1.7.1 BitLocker Management in the DCC

In the DriveLock Control Center’s Helpdesk view, click Encrypted Disks to view all com-
puters with encrypted and/or decrypted hard drives.

The following information, among others, is displayed here:

l Algorithm: this column shows the algorithm used to encrypt the respective drive and
which you set in theHarddisk encryption settings dialog.

l Percentage of encryption: if the drive is completely encrypted, the percentage shows
100%. During the encryption or decryption process, you can see how much of the data
is encrypted in percent.

l State of encryption with the following values:
l Fully Decrypted: the drive is decrypted. The data is not protected.

l Fully Encrypted: the drive is encrypted.

l Encryption In Progress: the drive is currently being encrypted. See how much
of the drive is already encrypted in the Percentage of encryption column.

l Decryption In Progress: the drive is currently being decrypted. The percentage
refers to the portion that is still encrypted.

l Locked: This state shows that a drive has already been encrypted with native
BitLocker before being managed with DriveLock BitLocker Management (i.e.
before the installation of the DriveLock Agent and before assigning a BitLocker
policy).
Please find more information in the topic Integrating existing BitLocker envir-
onments.

l Managed by shows whether DriveLock is already managing the encryption or still
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native BitLocker.
l DriveLock BitLocker: DriveLock BitLocker Management is already managing the

drive.

l BitLocker: Native BitLocker is still locking the drive (see above). The drive has to
be unlocked so that it can be accessed by the DriveLock Agent, re-encrypted and
managed by DriveLock BitLocker Management.

l Protectors:
l Passphrase: If the Trusted Platform Module (TPM) is missing or not enabled on

the computer, a passphrase can be used for authentication. Users must enter this
passphrase each time they start their computer in the Windows pre-boot envir-
onment.

l Recovery Key (also Numerical Password): The recovery key is always used as a
protector for encryption.

Note: Microsoft uses two protectors by default for the original encryption
of a system or data partition with BitLocker. These are either TPM, TPM
and PIN or Passphrase and Numerical Password.

l TPM: This protector only works on drives with a built-in TPM (’TPM only’). Enter-
ing a PIN (BitLocker password) is not required.

l TPM and PIN: A built-in TPM is also required in this case. Here the TPM and a
PIN (BitLocker password) are used for authentication. Users must enter this pass-
word each time they start their computer in the Windows pre-boot environment.

l External Key: DriveLock uses this protector if the auto-unlock option is specified
for the drive (Automatically unlock all data partitions in the Authentic-
ation type dialog).

Note: DriveLock also provides the recovery key for data partitions. Even
without the auto-unlock option, this external key allows you to access a
data partition that is not protected with a password. This ensures that
data partitions can also be unlocked using the recovery key, even if TPM
is used as the protector.

1.7.1.1 Assigning a computer-specific BitLocker password

You can assign a password for selected computers in theHelpDesk views of the DriveLock
Control Centers (DCC).
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Warning: Note that you can only change a computer-specific password if the client
user has not already assigned a user-specific password.

To specify the password, Please do the following::

1. Click .

2. Select In the password dialog.

a. Enter and confirm a password.

b. Select the computers you want to assign the password to from the list. You can
also use the buttons next to the list.

c. Click OK.

3. Select Import password from CSV file.
a. Enter the path to the CSV file, see figure below:
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b. Select the computers you want to assign the password to from the list. You can
also use the buttons next to the list.

c. Click OK.

1.7.1.2 Allowing a user-defined BitLocker password

In the DriveLock Control Center’s (DCC) Helpdesk view, you can enable users of individual
computers to assign their own BitLocker password.

Note: The users are asked to specify a BitLocker password for their computer. When
the users assign this password, DriveLock overwrites the respective setting in the
BitLocker policy originally assigned to these computers.

To enable users to change their password, Please do the following::

1. Click .

2. In the next dialog, click Yes. You confirm that the original password will be overwritten.

Note: This setting is only available if the original BitLocker policy supports pass-
word changes.

3. Click OK.
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4. A dialog asking the user to change their password appears on the respective computer.

5. The Event report in the DCC issues the following event:
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1.7.2 BitLocker event report

DriveLock BitLocker Management logs all activities, events and errors that occur with
BitLocker actions.

To view these events, open the BitLocker event report in the DriveLock Control Center (DCC).
You can customize the view to suit you best.

For more details on the individual events, refer to the BitLocker event list.

1.7.2.1 Customizing the BitLocker event report

Please proceed as follows to customize the event report in the DriveLock Control
Center:

1. On the Start tab, open the Event report area.

2. In the Entities section, select BitLocker events.

3. The Actions tab provides a table with all the BitLocker events.

4. Customize the table according to your needs by specifying filters or grouping columns,
for example.

Note: For more information, please refer to the DriveLock Control Center User
Guide at DriveLock Online Help, chapter Working area.

5. Save your changes.

6. If you reopen the event report, the BitLocker events button appears in the Recently
used section.
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1.7.2.2 Listing of BitLocker-relevant events

For the current table of all DriveLock events, see the DriveLock Events documentation at
DriveLock Online Help.

1.8 Tracing BitLocker actions

You can track all BitLocker actions in the Events section in the DriveLock Control Center and
the DriveLock Operations Center (DOC).

You can also use tracing in detailed diagnostic logs. For example, this is important in order to
trace errors during the import of original BitLocker environments. The tracing file is called
DlSvcBitLocker.log, see figure below. Here you can easily identify the actions
DriveLock performs when taking over existing BitLocker environments.

You can enable the creation of trace logs via the command line, with the help of the
DriveLock Management Console or via the DriveLock Support tool DLSupport.exe (which
resides in the DriveLock installation directory).

Please refer to the DriveLock Administration Guide for further information on creating trace
files, in chapter 21.5. DriveLock Support tools on our website.
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2 DriveLock Pre-Boot Authentication

2 DriveLock Pre-Boot Authentication

The 2019.2 release introduces a new DriveLock Pre-Boot Authentication (PBA) that can be
used for both DriveLock encryption technologies, BitLocker Management and Disk Protection
(Full Disk Encryption, FDE). A separate license is required for DriveLock Pre-Boot Authentic-
ation for BitLocker.

Warning: Note that the new PBA only works on UEFI systems in Windows 10 envir-
onments.

The older BIOS PBA can only be used in Windows 7 or 8.1 environments, it is no longer
updated and is only used for DriveLock Disk Protection (FDE). When you implement
BitLocker Management on BIOS systems, the native BitLocker PBA is used.

Note: For information on the PBA with DriveLock Disk Protection, see the cor-
responding chapter in the Administration Guide in the Product Documentation sec-
tion on the DriveLock.Help website.

DriveLock Pre-Boot Authentication for BitLocker Management includes a range of
benefits:

l Login with user name / password

l Recovery using Challenge-Response procedure

l Single sign-on (SSO) for Windows logon

l Login with Smartcard

l Support for other keyboard layouts and virtual keyboard

l Exchangeable PBA background images

56

https://drivelock.help/


2 DriveLock Pre-Boot Authentication

2.1 Policy configuration with pre-boot authentication settings

Note that the DriveLock PBA for BitLocker Management requires a separate license, which is
based on the BitLocker Management license.

2.1.1 License DriveLock PBA

License DriveLock PBA for BitLocker as described in the chapter Licensing BitLocker Man-
agement.

Note: Please make sure to select both licenses as indicated in the figure below.

2.1.2 Pre-boot authentication settings

To configure the DriveLock PBA for BitLocker, open the Encryption node, then select
BitLocker Management and then Hard disk encryption. Start by configuring the authen-
tication type.

2.1.2.1 Authentication type

Open the Pre-boot authentication settings and select DriveLock pre-boot authen-
tication on the Authentication type tab.

Note: If this option is not available, verify that the DriveLock PBA option is correctly
licensed and that you saved and reopened the policy after activating the license
option.
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2 DriveLock Pre-Boot Authentication

Warning: This option is only supported for computers running Windows 10 and UEFI
firmware. We do not support server systems, older systems or systems with legacy
BIOS.

Please note the following:

l If the client computer does not meet the requirements, the BitLocker pre-boot
authentication option is automatically used.

l The Automatically unlock all data partitions option has no effect on DriveLock
pre-boot authentication because data drives are generally unlocked automatically.

You cannot select any options on the Password options tab. If you want to configure set-
tings on this tab (e.g., for computers where DriveLock pre-boot authentication cannot be
used), you must temporarily enable the BitLocker pre-boot authentication option.
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2 DriveLock Pre-Boot Authentication

2.1.2.2 Logon methods

The following options are available on this tab:

Select the Enable single sign-on for Windows option so that users only need one logon
to the client computer. The Windows login screen will no longer appear.

The following authentication methods are available:

l Local user access: This option is enabled by default. This method allows local Win-
dows users to authenticate to the system using their local Windows user name, pass-
word, and local system name.

l Domain user access (with password): This method allows Windows domain users
to authenticate themselves to the system with their Windows domain user name, pass-
word and domain name.

Warning: Users can only log on to the domain at all if the Windows and Pre-
boot options are set.

l Domain user access (with token): This method allows Windows domain users to
authenticate themselves with a smartcard/token and PIN.

Enable logon using password tokens: This method allows the pre-boot authentication for
a password token user. If you check this option, then you need to select at least one more
Windows authentication.

Warning: Prior to configuring the DriveLock PBA for token access only, make sure
that a valid token exists for both the PBA and the Windows logon (unlock).

Other options in the dialog:

l TheMaximum number of logins before lockout option causes a user to be locked
for a certain period of time after the specified number of failed logins to protect the sys-
tem from a brute force attack with automatic logon scripts. Change the default values
according to your corporate security policies.

l If you are using certificates for authentication, you can specify the number of days after
which DriveLock alerts users before certificates expire.

l The Count failed logons globally for all users option is enabled by default. Instead
of counting up failed attempts for a single user, the failed attempts counter is incre-
mented independently of users.
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2 DriveLock Pre-Boot Authentication

2.1.2.3 Users

On this tab, you specify the settings for DriveLock PBA users.

BitLocker Management adds all users who have successfully logged on to Windows to the
pre-boot authentication database. For this reason, the option Automatically add Windows
users to pre-boot authentication on logon is set by default. If you deselect this option,
users are no longer added automatically. You can add users manually using the Add button.

If you activate the option Always use downlevel logonnames during single sign-on,
the user logon is only possible with the so-called downlevel logon names. They take the
format "DOMAIN\username". Logon with User Principal Names such as ben-
utzername@domain.org is not permitted anymore.

2.1.2.4 User synchronization

The option Synchronize Active Directory users to pre-boot authentication is not
enabled by default because AD users are automatically entered into the PBA database when
they log on to the PBA.

Use this option only if you want to preconfigure the PBA by manually adding users from AD
to the PBA user database before they log on.

In this case, add the appropriate AD groups and users that you want to synchronize to the
PBA database.

As an initial password, you can assign a fixed password (identical for all users), the user
name, or any available AD property value.

Note: Please note that the members of the "Domain Users" group will not be syn-
chronized. This group employs a mechanism based on the user's "primary group ID"
to determine membership, and does not typically store members as multi-value
linked attributes.

2.1.2.5 User wipe

To configure user wipe, select the User-wipe tab, check Enable user-initiated wipe, and
enter a wipe suffix.

Enabling this option allows a valid PBA user to make the system inaccessible.
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2 DriveLock Pre-Boot Authentication

2.1.2.6 Appearance

On this tab you can define how the DriveLock PBA is displayed to users on their client com-
puters.

l There are several background images to chose from. Choose one of them.

l You can also select your own custom background image by selecting one from the
file system or the policy file storage.

l The Show password option allows the user to briefly view the entered password in
plain text. Currently, this option is not yet available for the Drivelock PBA, but only for
BitLocker Management.

l If required, you can enter your own display test in the text box below the Show pre-
boot user information message option.

2.1.2.7 Network pre-boot (UEFI)

For more information on this tab, please click here.

2.1.2.8 Emergency logon

Use these settings to specify which logon methods are available in case a user is no longer
able to log on to the DriveLock PBA (for example because the password is missing).

We recommend using the default settings.

l Allow emergency logon with user name: This default option lets users log on in an
emergency by entering their name. This applies to Windows domains or local Windows
user password accounts added to the PBA user database. It permits a one-time pre-
boot access to the system.

Note: Note that a user must have successfully logged in to pre-boot authen-
tication at least once before this feature is available to that user. Users who
have never logged in before, must use the Emergency logon without user
name procedure.

l Single sign-on after emergency logon allows users to log on to Windows and
work with it if they forget their password - even if an administrator has not yet reset
the password.

l Emergency logon without user name allows a one-time pre-boot access to the sys-
tem for all users who have never been logged into the system before. Single sign-on
(SSO) is not possible in this case.
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2 DriveLock Pre-Boot Authentication

l If you enable the Emergency logon for users of token devices option, make sure
you set the appropriate settings for logon with tokens on the Logon methods tab.

2.1.2.9 Self-wipe

Self-wipe has two main application scenarios. Either you want to protect the data on a lost PC
that no longer connects to the DES and/or you want to force mobile users to connect to the
corporate network on a regular basis.

To configure self-wipe, select the Self-wipe tab, check Enable self-wipe when computer
is offline and configure the appropriate settings as described in the dialog.

After the specified offline time expires, DriveLock deletes the PBA database.
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2 DriveLock Pre-Boot Authentication

2.1.3 Override policy settings (DriveLock PBA)

To disable specific pre-boot authentication settings on individual client computers, you can
override the respective policy settings.

Warning: Note that the policy settings will not be re-enabled until you undo the over-
ride option.

Please do the following:

1. Open the Agent remote control in the Operating node of the DriveLock Man-
agement Console.

2. Select the DriveLock Agent you want to change the policy settings for.

3. From the context menu, select the menu item Disk encryption properties....

4. On the General tab you can see information about DriveLock Agent encryption. Click
the Reconfigure agent... button.

5. Set the Override policy settings option and leave the Override general deploy-
ment settings option checked (default).
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2 DriveLock Pre-Boot Authentication

6. Select the appropriate PBA in the Pre-boot authentication settings section.

Note: If there is no TPM, theNo pre-boot authentication option is auto-
matically grayed out (see figure above).

7. The Override authentication methods andOverride emergency access methods
options are active only if you selected DriveLock pre-boot authentication. Both options
override the corresponding settings in the policy. For more information, see the Logon
methods and Emergency logon chapters.

8. If you click OK now, your settings will be applied to the selected client computer with
immediate effect.
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2 DriveLock Pre-Boot Authentication

2.2 Network pre-boot authentication (UEFI)

This add-on to the DriveLock pre-boot authentication enables simplified management of cli-
ent computers (Drivelock Agents) in network environments.

Upon reboot, the operating system drive of a client computer can be automatically unlocked
if it is connected to a corporate network via cable. In this way, client systems that meet the
hardware requirements can be booted in Windows without user interaction.

You can, for example, configure the feature so that client computers can be booted auto-
matically only when they are on the network. Booting without a network is not possible!

If no network connection is available, alternatives may be permitted (e.g. emergency logon
requiring user and password entry).

This also makes it easier for administrators to roll out software patches to unattended client
computers, for instance.

Note the following limitations:

l Only UEFI firmware is supported (The network PBA for BIOS will remain functional only
when using DriveLock Disk Protection)

l Only wired network is supported

l Only network adapters that UEFI offers for PXE boot are supported

l The DriveLock network PBA does not provide any network drivers of its own

The following rules apply:

l The network PBA and the DriveLock Enterprise Service (DES) must have the same date /
time

l To negotiate the key pairs, the secure network connection under Windows to the DES is
required (HTTPS/SSL)

l Connections via proxy are not supported in the network PBA

l In the DriveLock Operations Center (DOC), automatic logon can be temporarily dis-
abled for each DriveLock agent (more information can be found here )

Warning: To ensure that the network PBA works, a server connection must be spe-
cified in the policy in the Server connections subnode in the Global settings.
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2 DriveLock Pre-Boot Authentication

2.2.1 Network pre-boot (UEFI)

Note: The settings on theNetwork pre-boot (UEFI) tab are available for both
DriveLock Disk Protection and DriveLock BitLocker Management (depending on the
license) as the DriveLock pre-boot authentication is used for both features.

The following settings are possible on the tab:

1. Check the Enable network pre-boot authentication option to enable the feature.
However, you must also select at least one of the two options below (automatic or AD
logon).

2. The Allow automatic logon to the network option enables authentication to the cli-
ent computer without any user interaction, provided that a network connection is avail-
able.
Once the policy with this setting is assigned to the DriveLock Agent (client computer),
this is what happens in the background:

l a special network user is created in the PBA database ('AutoLogon user') along
with an auto-generated user password

l an RSA key pair is exchanged between the DriveLock Agent and the DriveLock
Enterprise Service (DES)

Note: Automatic logon to the PBA will only occur if this key exchange is
successful.

Warning: Note that the client operating system can only be started if there is a
network connection between DriveLock Agent and DES.

See this use case for more information.
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2 DriveLock Pre-Boot Authentication

3. When you select the automatic login, the Allow other logon methods option is
always also selected by default. This option will guarantee that the authentication is still
possible even without a network connection.

Warning: If you remove the checkmark here, the possibility of a local logon or
logon via challenge response method no longer exists. In the event that the con-
figuration becomes invalid, the system cannot be booted any longer. All user
accounts are automatically deleted from the PBA, AD synchronization and user
import are no longer enabled!

4. TheNumber of network logons to be successfully completed before disabling
failsafe option is set to the default value of 3.
Context: An additional local AutoLogon user is configured in the network PBA to serve
as a failsafe in case the network PBA is unable to boot over network.
When the specified successful network logons have been performed, the local AutoLo-
gon user is deleted and after that it is only possible to boot via the network autologon.

Warning: This option can only be set initially, it has no effect on systems that
are already running. For safety reasons, make sure not to select a number too
high.

5. Allow logon via Active Directory (AD): Select this option to obtain credentials from
the AD.

6. Allow network logon for all AD users: Select this option to ensure that users can be
logged on who are already known in the AD but not yet in the PBA database.
See this use case for more information.

7. User logon must only occur via network authentication: The network PBA only
allows logons if the user credentials can also be verified online against AD. This means
that a network logon is a prerequisite; without a network, only a challenge-response
procedure is available.

8. Number of automatic retries until the network connection is established: Spe-
cify how often the system should automatically try to establish a network connection.

9. Time between retries: Specify the seconds that may elapse between retries. Default
value is 5 seconds.
Example: To ensure that a router has enough time to establish a network connection,
you can increase the number of automatic retries and adjust the pause accordingly. If
the pause is set to 0, the process will be repeated immediately.
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2.2.2 Use case 1: Automatic logon

Certain use cases require that the operating system of a client computer may only be started
if there is a network connection, e.g. ATMs or special notebooks that may be used exclusively
in the corporate network. In the event that this type of computer is stolen, the operating sys-
tem can no longer be started without a network connection and the hard disks cannot be
decrypted accordingly.

Follow these steps for configuration (the settings on the other tabs are explained in the cor-
responding descriptions):

1. Select the basic setting Enable network pre-boot authentication.

2. Select Allow automatic logon to the network.

3. Remove the checkmark at Allow other logon methods.
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4. Leave the default value for failsafe at 3. This way you can make sure that only after 3
successful network logins there is no other way to log on. This option is intended for
both testing purposes and as a failsafe.

5. Leave the default value 3 atNumber of automatic retries until network con-
nection is established.

6. Likewise, you can leave the pauses between retries at 5 seconds.

7. Apply your changes by clickingOK.

2.2.3 Use case 2: Network login for all AD users

Two use cases:

l An employee (new user) needs to log on to a particular client computer in Windows,
even though the user has never logged on there before. The client computer is con-
nected to the corporate network.

l A user has forgotten or changed their password. No challenge-response procedure
needs to be performed when the client computer is connected to the network. The
administrator can reset the Windows password and the user can log in to the network
PBA via AD. If the AD logon is successful, a single sign-on into Windows takes place
and the new user credentials are synchronized back into the PBA.

Follow these steps for configuration (the settings on the other tabs are explained in the cor-
responding descriptions):
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1. Select the basic setting Enable network pre-boot authentication.

2. Select Allow automatic logon to the network.

3. Keep the check mark at Allow other logon methods.

4. Leave the default value for failsafe at 3. This way you can make sure that only after 3
successful network logins there is no other way to log on. This option is intended for
both testing purposes and as a failsafe.

5. Select Allow logon via the Active Directory (AD).

6. Select Allow network logon for all AD users.

7. Based on whether or not you want to enforce network logon, select or uncheck the
User logon must only occur via network authentication option.

8. Leave the default value 3 atNumber of automatic retries until network con-
nection is established.
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9. Likewise, you can leave the pauses between retries at 5 seconds.

10. Apply your changes by clickingOK.

2.2.4 Network PBA settings in the DOC

To configure network pre-boot authentication settings in the DriveLock Operations Center,
proceed as follows:

1. Select the Computer section and open the BitLocker dashboard.

2. Select the DriveLock Agent you want to change the settings for.

3. In the detail view on the right side, open the drop-down menu and select Configure
view.

4. SelectNetwork Pre-Boot Authentication and check Show and optionally Expand
(depending on whether you want to display the item open right away).

5. The Allow automatic logon to the network option can only be enabled or disabled.

Note: The policy with this setting must have been assigned to the DriveLock Agent
(client computer) and applied there.
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2.3 Settings for emergency logon

If users are no longer able to log on to pre-boot authentication (for example, because they
forgot their password), you will need to configure the emergency logon settings.

Please do the following:

1. To start the recovery/emergency wizard, open the Operating node in the DriveLock
Management Console and right-click the Agent remote control sub-node to open
the context menu.

2. Here you select BitLocker Management recovery and then BitLocker Man-
agement recovery / emergency logon (see figure).

3. The recovery wizard opens.
Select Emergency logon. If your recovery keys are sent to the DriveLock Enterprise
Service, do not change the default setting DriveLock Enterprise Service. To specify
the path to the required recovery keys later, select Recovery files (copied by agent
computer).
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4. For the emergency logon procedure you need the private key of the recovery cer-
tificate. In the second dialog, specify the storage location, either Windows certificate
store, a smart card or a PFX file together with the respective password. For more
information on certificates, please click here. Click Next.

5. The third dialog provides a list of computers where you can select the computer to
restore. Check the option only show the most recent entry for each computer.
Click Next.

6. Next, you will see the dialog for entering the user's request/recovery code.
Enter the code in the appropriate text boxes (see figure). You can optionally specify the
name of the user.

Warning: The recovery code provided by the user is mandatory.
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7. Click Next to generate the response code.

8. Tell the user the response code.

9. Click Finish.
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2.4 DriveLock Agent

2.4.1 Installing the DriveLock PBA on the DriveLock Agent

Please note the following:

1. Once the client computer has started, a message appears indicating that the DriveLock
PBA is being installed.

2. When confirmed, the computer is restarted.

Note: In case no user is logged in, the computer is restarted immediately.

3. After restarting the client computer and logging on, another dialog box appears (see fig-
ure), informing the user that DriveLock PBA is now active.

4. At the same time the encryption starts; restarting or shutting down the computer is
now possible at any time.

2.4.2 Login to the DriveLock PBA

Please consider the following when logging in:

1. As soon as the client computer is booted, a short text is displayed indicating that
DriveLock pre-boot authentication is active.

2. Immediately after the text display and even before the start screen is displayed, hot
keys can be used.

3. The login page opens when you press any key or click the mouse button.
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Using function keys is not required anymore, but possible.

4. Please enter the Windows credentials on the login page.

Warning: The most recently logged on user is not saved or displayed for secur-
ity reasons.

Please note the following:
l Please note that the user must have previously logged on to Windows if you

have selected the option "Synchronize Windows users automatically". For more
information, refer to the chapter User synchronization.

l You can also import users from Active Directory beforehand with a policy setting.
For more information, refer to the chapter Users.

5. Click Select another to select the domain. A list of the available domains is displayed.
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6. If no keyboard is available (for example, on a tablet computer), an on-screen keyboard
can be displayed by clicking the keyboard icon in the lower right corner.
A green checkmark is displayed on the keyboard icon. The keyboard appears when the
cursor is in a text field.

The speech bubble icon allows you to set the language of the login interface.

7. You can reach all fields and options also using <Tab>, <Shift-Tab> and the arrow keys,
if there is no mouse available.

8. By selecting the language (in the figure 'GER') in the lower right corner, you can select
a different keyboard layout.

9. You can log in either by clicking the arrow next to the password or by pressing
<Return>.

10. By default, the user is also logged on to Windows (Single Sign On). You can disable this
feature in the policy.
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2.4.3 Network pre-boot authentication

Once the policy containing the network PBA settings is assigned to the client computer and
the computer is started, the following scenarios are possible:

1. The client computer is connected to the corporate network

When booting the client computer, a notification appears that DriveLock pre-boot
authentication is active.
Then the following login screen appears, see the figure:

Note: No user interaction is required.

Note: By clicking the key icon within 10 seconds it is possible to switch to the
PBA login mode with user name and password entry, if enabled.

The next step shows the Windows login screen where the Windows credentials are
entered.
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2. The client computer cannot connect to the corporate network

As soon as the client computer is booted, the notification indicating that DriveLock pre-
boot authentication is active also appears. However, the login screen now indicates that
the automatic network login has failed. Depending on the configuration in the policy,
the system will try to connect automatically a few times.

If no connection can be established, the user has the following options
according to the policy settings:

l Try to re-establish the network connection
The following options are available from the network icon menu in the taskbar:

l Select another login method (user name/password entry), if enabled. Here, single
sign-on is active and logging in to the DriveLock PBA is required only once.

79



2 DriveLock Pre-Boot Authentication

Warning: Unless another login method is allowed, it is not possible to start the
client computer's operating system without a network connection.

Note: For more information, including how to use shortcut and function keys, see the
Login to the DriveLock PBA chapter.

2.4.4 Emergency logon with recovery code

Scenario:: A user of a DriveLock Agent has forgotten their password and cannot authen-
ticate to the DriveLock PBA. The user asks the administrator for help.

User and administrator now perform the following actions:

1. User action:

1. Select the Lost username or password option on the left side of the login screen.

2. A new login screen will then appear, displaying your request or recovery code.
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3. Inform the administrator of the recovery code and machine name, including the user
name if necessary.

Note: You must provide the machine name and recovery code while the user
name is optional.

2. Administrator action:

1. You immediately launched the Recovery Wizard after the user notified you and now
you have reached the input mask for the recovery code.

2. Enter the recovery code to generate the response code.

3. Now communicate the response code to the user.

81



2 DriveLock Pre-Boot Authentication

Warning: The request code and the response code are both generated once and can
only be used once.

3. User action:

1. Enter the response code in the appropriate text boxes in the DriveLock PBA.
In case you make a mistake while entering the code, you will be shown error digits in
different colors.
If you have entered everything correctly, you can log back into the system by clicking
the arrow button.

2. Sign in to Windows.

Warning: Note that Single Sign-On is not active now!

2.5 DriveLock PBA command line tool

The DriveLock PBA command line tool DLFDEcmd can be employed with both BitLocker
Management and DriveLock Disk Protection (Full Disk Encryption, FDE). Use this tool, for
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example, to view the status of the PBA or to initiate an automatic logon (autologon) to the cli-
ent computer whenever Windows system updates are required.

Note: The display text is adapted accordingly depending on the preferred encryption
method (Disk Protection - FDE or BitLocker Management).

Help on how to use the individual commands is available when you use the ' help' parameter
to call the DLFdeCmd.exe program.

Please find below the detailed description of the individual parameters:

l SHOWSTATUS: Displays the current status of the encryption method you are using.

l CRYPTSTATUS: Displays information about the encryption status, such as the number
of encrypted disks.

l ENABLEAUTOLOGON: Enables automatic logon as part of disk encryption for the next
number of logons.
Enter the following:

l <user>: PBA user for automatic logon

l <domain>: Domain of the specified PBA user

l <password>: Password of the specified PBA user (* to enter the password, # to
enter in a dialog)

l <count>: Number of reboots where automatic logon is activated. Specify
'forever' if you want the automatic logon to be activated indefinitely.

l [sso]: Add "sso" only if you want automatic login with Single Sign On.

Example: If you enter enableautologon hans dlse * 2, the user 'hans' from
the domain 'dlse' will be automatically logged in at the next '2' reboots and the pass-
word will be entered in the command line.

Note: For automatic login with a smartcard or token, specify "token" for
<user> and <domain>.

l DISABLEAUTOLOGON: Disables automatic logon.

l SHOWAUTOLOGON: Shows the settings for automatic logon

l ENABLERESETSP: Activates resetting the system protection interrupt vector list after
the next reboot. Use this option after updating the system BIOS to store new interrupt
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vector values and suppress the PBA warning messages. A single automatic logon is
required to reset the interrupt vector list.
Please enter the information in <user> <domain> <password> here as well.

l DISABLERESETSP: Disables resetting the system protection interrupt vector

l SHOWRESETSP: Displays the current settings for resetting system protection

l ENABLEDELAYINST: Delays the installation of the hard disk encryption until "Dis-
ableDelayInst" is executed.

l DISABLEDELAYINST: Disables the delay and performs the disk encryption install-
ation as configured in the policy

l SHOWDELAYINST: Displays the current status of the delayed installation

In the figure below, the autologon for BitLocker Management is disabled and the
ENABLEAUTOLOGON command has not been set here.
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3 DriveLock BitLocker To Go

DriveLock BitLocker To Go includes the following features:

l Enforced encryption of external USB storage media with BitLocker To  Go

l Enforced encryption of external drives (e.g. eSATA hard drives)

l DriveLock detects USB drives already encrypted with BitLocker To Go and does not re-
encrypt them during enforced encryption

l User-defined passwords

l A corporate password can be assigned ensuring that data can only be accessed intern-
ally within a company

l Recovery of encrypted data

l Centralized management

l DriveLock BitLocker To Go does not require a separate license other than the license
for DriveLock BitLocker Management

3.1 BitLocker To Go policy configuration

Before DriveLock can encrypt an unencrypted USB storage device with BitLocker To Go, you
need to configure a policy with the appropriate BitLocker To Go settings.

Specify the following:

1. General Settings

2. Setting: Encrypted drive recovery
l Encryption recovery rule (certificate-based recovery)

l Administrative password rule

3. Setting: Enforce encryption

A sample configuration explains all necessary steps.

Once you have completed, saved, and assigned the configuration to the DriveLock agents, a
new DriveLock BitLocker To Go entry appears on the user's Start menu with submenus for
restoring, encrypting, connecting, and changing the password of each USB storage device.

The next time a user connects a USB storage device to the DriveLock Agent, an unencrypted
drive is immediately encrypted. DriveLock walks users through the encryption process. USB
storage devices that have been encrypted before will be recognized in the corporate network,
won't be re-encrypted and can be used immediately.

85



3 DriveLock BitLocker To Go

Note: Please note that all passwords (user or administrator) should follow the com-
plexity rules (8 characters, upper case, lower case, number, special characters - e.g.
DriveLock1$)

3.1.1 General settings for BitLocker To Go

You can specify the following policy settings to configure how BitLocker To Go is used on
DriveLock Agents:

1. User interface settings in the Global configuration node:
l By specifying the Taskbar notification area settings, you can configure dif-

ferent types of user notifications. You can move the BitLocker To Go entry to any
location here.

2. BitLocker To Go settings in the BitLocker Management node:
l Minimum required password complexity for encrypted folders:

Specify how complex the passwords must be. If you select Use password policy,
make sure to define exact requirements.

l Password complexity policy:
Specify the minimum requirements that users must meet when entering a
BitLocker To Go password.

l Settings in the Encryption user experience section:
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All settings affect the display of BitLocker To Go in the Start menu, taskbar or Win-
dows Explorer.
For more information, visit BitLocker To Go on the DriveLock Agent.

3.1.2 Recovering encrypted drives

To start with, you select the main certificate (or create a new one) that is essential for the
recovery process. Then, you assign an administrative password that will be used to encrypt
the USB storage devices.

3.1.2.1 Administrative password

Use a central administrative password for accessing encrypted removable storage devices.

Note: Ensure that the administrative password is complex enough.

In addition to the central password, you can also create additional administrative password
rules and prioritize them differently. By using different passwords, you can provide increased
security.

To create a new administrative password rule, select Encrypted drive recovery, open the
context menu, click New and then Administrative password rule.

You can also restrict the password rules for specific users or user groups, computers or net-
works. Enter the required information on the tabs in the dialog. See the Use cases for more
information.
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3.1.2.2 Certificate-based recovery

Before creating an encrypted USB storage device, select a master certificate consisting of a
public and private key pair. See chapter Encryption certificates for more information.

You can either create a new certificate or use an existing one. See chapter Create encryption
certificates for more information.

You can create several Encryption recovery rules with various certificates, which can be
restricted and prioritized differently depending on the information you enter on the Com-
puters, Users, Networks tabs. This is useful if you want to allow different users to restore
encrypted data.

Note: Use the standard recovery certificate (lowest priority) as a minimum.

No other information is required in this dialog.

3.1.3 Settings for enforced encryption

First, please create a default enforced encryption rule. If required, you can create additional
rules for specific users, groups, computers or networks later. See the Use cases for more
information.

When you create the first rule, you will find a description already entered on the General tab.
Add a comment and your own text, which is displayed in the user selection dialog.

On the Settings tab you can use the default settings or select the following options:

l Use administrative password. Don’t prompt user: If you enable this option, the
storage device will be encrypted with the administrative password only. Users are not
prompted to enter their own password during encryption.

l Prompt user for encryption password: This setting prompts the user for their own
password.

l Attempt to mount using administrative password first: Initially, the user is not
asked for their own password. The user will only be prompted for their own password
if DriveLock cannot load the storage device automatically, for example, when the admin-
istrative password does not match.

Note: Note that this option only works if you have specified an administrative
password in the Encrypted drive recovery section.
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l Encryption: Select the appropriate encryption method. Please note the following:
l The default option is AES (256 bit key length).

l Select AES (128 bit key length) if compatibility with older systems is critical for
you.

l AES-XTS (128 or 256 bit key length) encryption methods are only available
for Windows 10 1511 and higher. Drives encrypted with XTS AES cannot be
accessed on older versions of Windows.

3.2 Sample configuration for BitLocker To Go encryption

To encrypt or unlock removable storage devices (USB storage devices) with BitLocker To Go,
follow these instructions in the order given.

Note: For more information on the individual steps, see the cross-references.

1. Create a policy (or open an existing one) that contains the settings related to BitLocker
To Go.

Note: Verify that you have licensed BitLocker Management in this policy and
that the option is selected in the Licensed Computers section.

2. Go to the Encryption node in the policy and click the Settings sub-node. At first you
define the encryption method.

Note: If you do not select anything here, Encryption 2 Go is the default encryp-
tion method.

3. Select Available encryption methods.

4. In the dialog box, select Set to value and check the Drive encryption on removable
data drives (BitLocker To Go) option. Save your settings and close the dialog.

5. Open the Drives node. Keep the default valueNot configured (locked) in the
Removable drive locking settings for USB bus connected drives.

6. Open the context menu from the Drive whitelist rules sub-node, see the figure
below. Select Drive rule....
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7. Create a drive rule for the corresponding USB drive. To see how this works, click here.

8. Next, open the Encryption node again and then the BitLocker Managementsub-
node. Here you go directly to BitLocker To Go and select the Encrypted drive recov-
ery option.

9. Here we have already created two standard rules that cannot be deleted.
l First, open the Administrative password rule. Specify a complex administrative

password.

l Second, open the rule for certificate-based recovery. You will need to specify a
certificate, as this is required for recovery. Either create a new certificate or select
an existing one. Save your settings and close the dialog.

10. Next, open the context menu of the Enforce encryption option, click New, and then
click Enforced encryption rule.
In the following dialog, enter a description on the General tab (the first rule already
has the description Default settings for enforced encryption in this text field).
On the Settings tab, accept the default settings: Prompt user for encryption pass-
word and select the option Attempt to mount using administrative password.
This setting ensures that DriveLock can access the administrative password in the back-
ground.

11. Last, assign your policy to all or to specific DriveLock Agents.

3.2.1 Create drive whitelist rule

Please do the following:

1. On the General tab, select the USB drive from the list of Installed drives.
In the figure below, this is the USB drive E:\ with the vendor ID VendorCo.
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2. On the Permissions tab, specify that you want to allow this USB drive.
For more information on creating whitelist rules, please refer to the administration
guide at DriveLock Online Help.

3. The Encryption tab has nothing selected by default.
l Check the Require drive to be encrypted option. This will ensure that the con-

nected and allowed USB drive is encrypted according to your settings.

l Second, check the Automatically encrypt unencrypted media option to start
encryption as soon as a user inserts an unencrypted USB drive and to open a wiz-
ard on the DriveLock Agent to guide the user through the encryption process.

Save your settings and close the dialog.

3.3 BitLocker To Go recovery

DriveLock BitLocker To Go provides a recovery procedure which helps users, who forgot or
lost their password, to access their encrypted USB storage device.

The password may be reset even if the client computer is currently not on the corporate net-
work.

This challenge-response procedure is very similar to the one used for temporary offline
unlocking of locked drives or devices. DriveLock guides users through the recovery process.
Administrators can easily generate the requested response code in the DriveLock Man-
agement Console.
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3.3.1 Recovery procedure

Please do the following:

1. Open the Operating node in the DriveLock Management Console and select Agent
remote control.

2. Select BitLocker Management recovery from the context menu and then select
Recovery of encrypted removable media... .

3. In the meantime, the user at the client computer has launched the Recovery Wizard
and viewed the request code. Ask the user to pass it on to you.

4. Enter the request code in the Encrypted volume offline recovery dialog, use
copy&paste if you wish. The request code is needed to find the information stored on
the DES for the encrypted USB storage device. The text field below shows when and by
which user the USB storage device was last encrypted.

5. In the next dialog you will see the generated response code. Pass it on to the user.

6. Next, the user enters the response code on the client computer. In the following dia-
log the user will specify a new user password for the USB storage device.

3.3.2 Recovery in the DriveLock Operations Center (DOC)

You can also restore encrypted USB storage devices with request and response codes from
the DriveLock Operations Center (DOC).

Please do the following:

1. Open the DOC (from the DriveLock Control Center or from a browser).

2. Select the Tasks section and choose BitLocker To Go recovery.

3. By now, the user on the client computer has launched the Recovery Wizard and
retrieved the request code.
Ask the user to pass it on to you.

4. Enter the request code in your DOC screen.
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5. Select the appropriate certificate and the matching password.

6. Click Generate response code and share it with the user.

7. Next, the user enters the response code on the client computer. In the following dia-
log the user will specify a new user password for the USB storage device.

3.4 DriveLock Agent

3.4.1 BitLocker To Go on the DriveLock Agent

When the user plugs in an external USB storage device or external drive to the DriveLock
Agent, the following options are available, depending on the policy settings:

1. Unlocking an encrypted drive

To unlock a drive encrypted with BitLocker To Go, a password entry dialog appears
immediately. This allows quick unlocking and access to the existing data.
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2. Various options in the context menu in Windows Explorer:

l Mount...
If you want to mount a drive encrypted with BitLocker To Go, clicking this menu
item will open a wizard where you can select the appropriate drive letter and
enter the password. This option can also be configured so that the password is
set as the administrator password and then entered automatically.
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l Change password...
To change the password of an encrypted drive, click this menu item. Again, a wiz-
ard will open where you can first enter your old password and then your new
password.

l Recover...
Use this menu command to restore the password. The recovery process of an
encrypted drive takes place between the administrator and the user. For more
information, please visit here.

l Unmount
Use this menu command to unmount the drive, even without having admin-
istrator rights.

3. If specified, the different options for BitLocker To Go can also be selected
from the taskbar, see the figure below:

3.5 Use cases

Please see the use cases for the following DriveLock BitLocker To Go options:
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l Administrative password

l Enforced encryption

3.5.1 Administrative password rules

a. You do not assign an administrative password and allow users to assign a
password themselves:

l During initial encryption, each user may choose their own password for encryp-
tion. An encrypted drive can only be automatically decrypted if you allow the user
to save the password. On any other computer it must be entered when con-
necting.

b. You assign an administrative password and allow users to assign a password
themselves:

l During initial encryption, each user may choose their own password for encryp-
tion.

l The administrative password can be used to automatically decrypt data on cor-
porate computers where the DriveLock Agent is running. The user does not have
to enter a password.

c. You assign an administrative password and choose encryption with admin-
istrative password:

l Users cannot assign their own password during initial encryption.

l The removable storage device can only be decrypted on corporate computers
where the DriveLock Agent is running

l When connecting the encrypted removable storage device, the user does not
need to enter a password

l Outside the company or on company computers without the DriveLock Agent,
the data cannot be decrypted

d. You create multiple administrator password rules, setting filters for users
and/or computers and choosing encryption with administrative password:

l Users cannot assign their own password during initial encryption.

l The removable storage device can only be decrypted on corporate computers
where the DriveLock Agent is running

l When connecting the encrypted removable storage device, the user does not
need to enter a password
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l Outside the company or on company computers without the DriveLock Agent,
the data cannot be decrypted

l Access is restricted to specific users or to specific computers (e.g. a department or
a team):
You create an administrative password rule that is restricted to user group A.
User A1 encrypts a USB stick (forced encryption with administrative password)
with administrative password.
Result:
The USB stick can only be decrypted if a user from user group A is logged on to a
company computer.
Examples:

l USB sticks encrypted in the Human Resources department can only be
decrypted by the users of the Human Resources department

l USB sticks encrypted in the Research department can only be decrypted on
computers in the Research department

Warning: Note the priority and the filters set on the Users, Computers andNet-
works tabs.

3.5.2 Encryption rules

a. For example, you could choose the user group you want your rule to apply
to:

l User group A may assign their own password

l User group B may not assign their own password

b. Or you could choose specific company computers you want your rule to
apply to:

l You do not add an administrative password for USB storage devices that are
encrypted on the works council computers.

l All USB storage devices that were encrypted on the computers in the devel-
opment department may only be decrypted within the company.
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